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1.0 Things to Know Before Starting

1.0 Things to Know Before Starting

Multi-factor authentication (MFA) applications within the Chronic Conditions Warehouse (CCW) website enable users
to securely access the CCW and Virtual Research Data Center (VRDC). Three types of Okta® MFA applications, or
factors, are available for enrollment. It is best practice to enroll in at least two factors in the event a factor
malfunctions. Users need to complete an initial enrollment in an authentication factor application before accessing the
secure pages of the CCW Website. All three factors are compatible with Apple iOS and Android devices.

The three authentication factors are:

1. Okta Verify Application — this factor sends authentication alerts through the Okta Verify application on a mobile
device, such as a smart phone, with a password and a “Push” feature that sends an alert to the mobile device to
accept the login request. The Okta Verify application is available on Apple iOS and Android devices.

2. SMS Text Messaging Authentication — this factor sends authentication codes in a Short Message Service (SMS)
text message to a mobile device.

3. Voice Call Authentication — this factor sends authentication in a voice mail via a valid phone number that the

Okta software can call for verification.

2.0 Enroll in a Factor for a New CCW Account
This section outlines the process of an initial enrollment in a factor.
NOTE: For information about managing additional factors, refer to section 4.0.

1. Navigate to https://www.ccwdata.org and select My CCW Login (Authorized Users Only).

My CCW Login (Authorized Users Only) FAQ  Help

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Welcome to the Chronic Conditions Data
Warehouse

The CMS Chronic Conditions Data Warehouse (CCW) provides researchers with
Medicare and Medicaid beneficiary, claims, and assessment data linkad by
beneficiary across the continuum of care. In the past, researchers analyzing data
files were required to perform extensive analysis related to beneficiary matching,
deduplication, and merging of the files in preparation for their study analysis. With
the CCW data, this preliminary linkage work is already accomplished and delivered
as part of the data files sent to researchers.

The Chronic Conditions Data Warehouse (CCW) is a research database designed to
make Medicare, Medicaid, Assessments, and Part D Prescription Drug Event data
more readily available to support research designed to improve the quality of care
and reduce costs and utilization

Quick Links

@ About CCW

B Data Availability

& The Beneficiary Link

© Requesting VRDC Access
@® How to Request Data

8 News & Events

P8 Provide Feedback

CMS receives numerous requests for data which are used to develop
aggregated statistics, charls and graphs. The CCW's Medicare W
have been updated and are now available with data for years 201
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2.0 Enroll in a Factor for a New CCW Account

2. Enter your CCW User ID and password in the corresponding fields and select the Sign In button.

Chronic Condltlons Data Warehouse :.."':.._-_:_-:‘

Your source for nati Medicare and Medicaid research data

User Agreement

The Chronic Gondition Data Warehouse (CCW) is provided with funding from the Centers for

Medicare & Medicaid Services (CMS) for use by GMS approved research projects (including

2] pilots), healthcare reform projects, interagency agresment projects, andior CMS stafi. In

order to ensure the infegrity, security, and confidentiality of information maintained by CCW.

and fo permit appropriate disclosure and use of such data as permitted by law, the User

. enters into this Agreement with CCW to comply with the following:
Sign In

This warning banner provides privacy and security notices consistent with applicable
federal laws, directives, and other federal guidance for accessing this Government
system, which includes (1) this computer network, (2) all computers connected to this
network, and (3) all devices and storage media attached to this network orto a
Login Assistance «computer on this network.

The CCW is provided for Government authorized use only.

MNeed help logging in?

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
= Forgot Password / Unlock Account action andfor civil and criminal penatties
« Forgot CCW User 1D

Personal use of social media and networking sites on this system is not allowed

By using the CCW, the User understands and consents to the following

« The Government may monitor, record, and audit system usage, including usage of

personal devices and email systems for official duties or to conduct CMS Health

3. The Sign In: screen displays. Select an Okta authentication factor(s) for the initial setup.

Chronic Condltlons Data Warehouse

Your source for nati Medi and Medi

Sign In:

User Agreement
You must setup a minimum of one Okta factor to add an additional

- The Chronic Condition Data Warehouse (CGW) is provided with funding from the Centers for
layer of security to your account

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, inferagency agreement projects, andfor CMS staff. In

Okta Verify
0 » . order to ensure the integrity, security, and cor of information by CCW.
Use a push notification sent to the mabile app.

and to permit appropriate disclosure and use of such data as pemitted by law, the User

Setup enters info this Agreement with CCW to comply with the following:

This wamning banner provides privacy and securify notices consistent with applicable

. . federal laws, directives, and other federal guidance for accessing this Govemment
SMS Authentication
@ system, which includes (1) this computer network, (2) all computers connected to this
Enter a single-use code sent to your mobile phone.
. network, and (3) all devices and storage media atiached to this network or fo a

Setup computer on this network

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
Voice Call Authentication action and/or civil and criminal penalties.

Use a phone to authenticate by following voice instructions. Personal use of social media and nebworking siles on this sysiem is not allowed.

By using the CCW, the User understands and consents fo the following
Setup @ The Government may menitor, record, and audit system usage, including usage of
personal devices and email systems for official duties or to conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable

expectation of privacy regarding any communicalicn or data fransferred or stored
on this system_ At any time, and for any lawful Government purpose, the
Login Assistance government may monitor, intercept, and search and seize any communication or

Need help logging in? daia transferred or stored on this system.

+ Forgot Password / Unlock Account Shows Mors

= Forgot CCW UserID
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2.0 Enroll in a Factor for a New CCW Account

2.1 Enroll in Okta Verify Factor
Follow the steps to set up, or enroll in, the Okta Verify application with a mobile device.

1. Select the Setup button under “Okta Verify.”

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Sign In:

User Agreement
You must setup @ minimum of one Ckta factor to add an additional

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
layer of security to your account

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
: ilots), healthcare reform projects, interagency agreement projects, andfor CMS staff. In
OklaVerlfy P Proj gENCy ag proj

0 order fo ensure the integrity, security. and confidenfiality of information maintained by CCW,

Use a push notification sent to the mobile app i i X i
and te permit appropriate disclosure and use of such data as permitted by law, the User

Setup A—— enters into this Agreement with CGW to comply with the following

This waming banner provides privacy and security notices consistent with applicable

. . federal laws, directives, and other federal guidance for accessing this Govemment
SMS Authentication
@ . . system, which includes (1) this computer network, (2) all computers connected to this
Enter a single-use code sent to your mobile phone. .
network, and (3) all devices and storage media attached to this network or to a

Setup computer on this network.
The CCW is provided for Government authorized use only.

Unautherized or improper use of the CCW is prohibited and may result in disciplinary

Voice Call Authentication action andsor civil and criminal penalties

N
\’ Use a phone to authenticate by following voice instructions. Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and consents to the following
Setup o The Government may monitor, record, and audit system usage. including usage of
personal devices and email systems for official duties or to conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable

expectation of privacy regarding any communication or data transferred or stored
on this system. At any time, and for any lawful Government purpose, the
Login Assistance government may monitor, intercept, and search and seize any communication ar

Need help logging in? data transferred or stored on this system

. Forgot Password / Unlock Account Show More

« Forgot CCW User ID

Chronic Conditions Warehouse Virtual Research Data Center
Okta Factor Enrollment and Management Guide | January 2024 | V 1.6 3



2. Select the type of mobile phone device you wish to setup.

a.

Your source for national CMS Medicare and Medicaid research data

Sign In:

Setup Okta Verify

Select your device type

Chronic Conditions Data Warehouse

—

User Agreement

The Chronic Condition Data Warehouse (CCVY) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots). healthcare reform projects, interagency agreement projects, andfor CMS staff. In
order fo ensure the integrity, security. and confidentiality of information maintained by CCWV.
and to permit appropriate disclosure and use of such data as permitied by law. the User

enters info this Agreement with CC\V to comply with the following

2.0 Enroll in a Factor for a New CCW Account

This waming banner provides privacy and security notices consistent with applicable

federal laws, directives, and cther federal for a sing this

system, which includes {1) this computer network, (2} all computers connected to this
network, and (3) all devices and storage media attached to this network orto a
computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
action and/or civil and criminal penalties

Personal use of social media and networking sites on this system is not allowed.

By using the CCVV. the User L

and consents to the following:

Your source for national CMS Medicare and Medicaid research data

Sign In:

Setup Okta Verify
Select your device type

L

— &

Chronic Conditions Data Warehouse

Install Okta Verify

device.

0 Download Okta Verify from the App Store onto your mobile

Next

User Agreement

The Chrenic Condition Data Warehouse (CCVV) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, inferagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security. and confidentiality of information maintained by CCW,
and to permit appropriate disclosure and use of such data as pemmitted by law, the User

enters into this Agreement with CCW to comply with the following:

Show More

When selecting the Apple device type, instructions display to download the Okta Verify application from the
App Store on your mobile device.

This waming banner provides privacy and security notices consistent with applicable

federal laws, directives, and other federal for ar sing this

system, which includes (1) this computer network, (2} all computers connected to this

network, and (3} all devices and storage media attached to this network orto a

computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action andfor civil and criminal penaliies.

Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and censents fo the following:

« The Government may monitor, record, and audit system usage. including usage of

personal devices and email systems for official duties or to conduct CMS Health

and Human Services (HHS) business. Therefore, the User has no reasonable

of privacy ing any icafion or data transferred or stored
on this system_ At any fime, and for any lawful Government purpose, the
government may monitor. intercept, and search and seize any communication or

data transferred or stored on this system.

Chronic Conditions Warehouse Virtual Research Data Center
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b. When selecting the Android device type, instructions display to download the Okta Verify application from the

Google Play Store on your mobile device.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Sign In:

and i

Setup Okta Verify

Select your device type

o

Install Okta Verify

e Download Okta Verify from the Google Play Store onto your
mobile device

Next

Show More

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Cenfers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, inferagency agreement projects, and/or CMS staff. In

order to ensure the integrity, security. and confidentiality of information maintained by CCW,

enters into this Agreement with CCW to comply with the following:

2.0 Enroll in a Factor for a New CCW Account

o permit appropriate disclosure and use of such data as permitted by law, the User

This wamning banner provides privacy and security notices consistent with applicable

federal laws, directives, and other federal guid for a ing this

system, which includes (1) this computer network, (2) all computers connecied to this

network, and (3) all devices and storage media attached to this network orto a

computer on this network

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalties.

Personal use of social media and networking sites on this system is not allowed.

By using the CCW. the User understands and censenis to the following

o The Government may monitor, record, and audit system usage. including usage of

personal devices and email systems for official dufies or fo conduct CMS Health

and Human Sernvices (HHS) business. Therefore, the User has no reasonable

of privacy ing any ion or data transferred or stored
on this system_ At any time, and for any lawful Govermment purpose, the
government may monitor. intercept, and search and seize any communication or

data transferred or stored on this system.

3. After downloading the Okta Verify application on your mobile device, open the application and follow instructions

to add an account.

Chronic Conditions Warehouse Virtual Research Data Center
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4.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Sign In:

Setup Okta Verify

Select your device type
P

Install Okta Verify

e Download Okta Verify from the Google Play Store onto your
mobile device

2.0 Enroll in a Factor for a New CCW Account

Enrollment in Okta Verify requires a Quick Response (QR) code scan from a source. In the Sign In: screen, select
the Next button.

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots). healthcare reform projects. interagency agreement projects, and/or CMS staff. In
order o ensure the integrity, security. and confidentiality of informaticn maintained by CCW,
and to permit appropriate disclosure and use of such data as pemmitted by law, the User
enters into this Agreement with CCVW to comply with the following:

This warning banner provides privacy and security notices consistent with applicable

federal laws, directives, and other federal for a sing this
system, which includes (1) this computer network, (2} all computers connected to this
network, and (3) all devices and storage media attached to this network orfo a

computer on this network

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may resulit in disciplinary

action and/or civil and criminal penalties.

Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and censents to the following:
= The Government may menitor, record, and audit system usage, including usage of
persenal devices and email systems for official dufies or to conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable

or data transferred or stored

of privacy any
on this system_ At any time, and for any lawful Government purpose, the

government may monitor. intercept, and search and seize any communicafion or

HE data transferred or stored on this system.
Show More
5. A QR code displays in the Sign In: screen.
Sign In:
User Agreement

Setup Okta Verify

Scan barcode

Launch Okta Verify application on your modbil
device and select Add an account.

Can't scan?

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security. and confidentiality of informafion maintained by CCW,
and to permit appropriate disclosure and use of such data as permitied by law. the User

enters into this Agreement with CCW to comply with the following

This warning banner provides privacy and security notices consistent with applicable
federal laws, directives. and other federal guidance for accessing this Govemment
system, which includes (1) this computer network, (2) all computers connected to this
network, and (3) all devices and storage media attached to this network orto a
computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalties.

Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and consents to the following
@« The Government may monitor, record, and audit system usage. including usage of
personal devices and email systems for official dufies or fo conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable
or data transferred or stored

of privacy any

on this system_ At any time, and for any lawful Government purpose, the

Chronic Conditions Warehouse Virtual Research Data Center
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2.0 Enroll in a Factor for a New CCW Account

6. Allow the Okta Verify Application to access the camera on your mobile device.
7. Scan the QR code on the Sign In: screen with your mobile device’s camera.

8. The system enrolls the user in the Okta Verify factor. The system indicates a successful enrollment with a check
mark next to the Okta Verify factor in the Sign In: screen.

If you are configuring the additional option, SMS Authentication, refer to section 2.2 or for Voice Call
Authentication refer to section 2.3.

Sign In:

User Agreement

. 3 . itiona N . nish
Youcan COan:}UI’G any additional optional factor or click finist The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for

E lled f Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
nrolled factors
pilotz), healthcare reform projects, inferagency agreement projects, andfor CMS staff. In

order to ensure the integrity, security, and confidentiality of information maintained by CCVV.
0 Okta Verify 0 and to permit appropriate disclosure and use of such data as permitied by law. the User

enters info this Agreement with CCW to comply with the following:

. . . This wamning banner provides privacy and security notices consistent with applicable
Additional optional factors

federal laws, directives, and other federal for a ing this

. system, which includes (1) this compuler network, (2) all computers connecled to this
SMS Authentication ! v ? @ ¥
@ network, and (3) all devices and storage media attached to this network orto a
Enter a single-use code sent to your mobile phone.
- computer on this network.

Setup The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action andior civil and criminal penalfies

@ Voice Call authentication = Personal use of social media and netwaorking sites on this system is not allowed.
Use a phone to authenticate by following voice instructions. = By uging the CCW, the User L and fo the ing
o The Government may menitor, record, and audit system usage, including usage of
Setup

personal devices and email systems for official duties or to conduct CMS Health

and Human Services (HH3) business. Therefore, the User has no reasonable

of privacy any or data transferred or stored

on this system. At any time, and for any lawful Govermnment purpose, the
Finish government may monitor, intercept, and search and seize any communication or
data transferred or stored on this system.

Show More

Chronic Conditions Warehouse Virtual Research Data Center
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2.0 Enroll in a Factor for a New CCW Account

9. Select the Finish button to complete enroliment.

The system will prompt new CCW users to change their password. Enter the temporary password provided by
CCW Help in the Old Password field. Create a new password using the guidelines detailed on the screen and select
Change Password.

Sign In:

P an N User Agreement

The Chronic Condiion Dala VWarehousa (CCW) is provided with funding from the Centers for
itedicare & hedicald Services (CM35) for use by CMS approved research projects (inclugding
pdiots), healthcare reform projacts, inleragency agresmant propects. andJor CMS staff In
oceder o ensure the integrity, security, and confidentsiality of infonmation maintained by CCW.
and 1o permill apprapriate gsclasure and use of such data as pemitied by law, the User
enters into this Agreement with CCVY to comply with the following

Old Password (2]

= This waming banner provides privacy and security nolices consistent vith applicatis
Mew Password (1] federal lavws, dwectives, and other federal gusdance for accessang this Govemment
syshem. which includes (1) this compuler netwerk. (2) all computers connecled lo this
nehworkc, and (3) all devices and storage media attached to this network or o a
cOMpUter on this network
The CCWis provided for Government authorized use only.
Unauthodized of improper use of the COW is prohibited and may resullin disciplinary
action anddor civil and criminal penalties
Change Password -« Personal use of social madia and networking $Hes on this System i not alloved
» By using the CCW, the User undersiands and consents io ihe following
+ The Governmant may monicr, recond, and sudit system usage, including usage of
personal devices and emai systems for official duties or fo conduct CMS Health
and Hunan Sarvices (HHS) business. Therefore, tha Usar has no reasenable

Repeal Password [+]

Forgot Your Password?

W you have your Fpr—— ina in. the expaciabion of privacy regarding any communicaBon or daia iransfemed or slored
CCW Help Desk at covhelp@oomdata org or 1.-858-T88-1915, on thes system. A% any Bme, and for any lawful Govemment purpose, the

government may mondor, infercept. and search and seize any communicalion or
data transfemed o stored on this sysbem.

Show More

2.1.1 Address QR Scanning Issues
If issues arise while scanning the QR code of Okta Verify with a mobile device, use the following troubleshooting steps:

1. Select the Can’t scan? link in the Setup Okta QR screen.

CMS IDM

Setup Okta Verify

Launch Okta Verify on
your mobile device and
select “Add an account”.
Scan the QR code to
continue

——p Can't scan?

Back to factor list

Chronic Conditions Warehouse Virtual Research Data Center
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2.0 Enroll in a Factor for a New CCW Account

2. The Setup Okta Verify/Can’t scan QR Code? screen displays. Choose another option for setting up Okta Verify in
the Setup Options dropdown menu.

CMS IDM

Setup Okta Verify

Can't scan QR Code?

Setup Options

Send activation link via SMS -
Send activation link via SMS
Send activation link via email

Setup manually without push notification

Phone number

Back to factor list Scan QR Code

3. Enter the required information in the selected option and select the Send button. Follow additional provided
instructions depending on the selected option.

CMsS IDM

Setup Okta Verify

Can't scan QR Code?

Setup Options

Send activation link via SM$S v

Country/region

United States v

Phone number

+1

Back to factor list Scan QR Code

4. The system approves the Okta Verify authentication factor enrollment.

Chronic Conditions Warehouse Virtual Research Data Center
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2.0 Enroll in a Factor for a New CCW Account

2.2 Enroll in SMS Authentication Factor
Follow the steps to set up, or enroll in, the SMS Authentication Factor.

1. Select the Setup button under “SMS Authentication.”

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Sign In:

User Agreement
You must setup @ minimum of one Okta factor to add an additional

R The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
\ayer of security to your account.

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
: ilots), healthcare reform projects, interagency agreement projects, andfor CMS staff. In
Okta Verify P proj geEncy ag proj
e . . ) order to ensure the integrity, security, and confidentiality of information maintained by CCW.
Use a push notification sent to the mobile app . )
and to permit appropriate disclosure and use of such data as permitied by law, the User

Setup enters info this Agreement with CCW to comply with the following:

Thiz wamning banner provides privacy and security notices consistent with applicable

: N federal laws, directives, and other federal for this
SMS Authentication s
@ . . system, which includes (1) this computer network, (2) all computers connecied to this
Enter a single-use code sent to your mobile phone. . ) 3 )
- network, and (3) all devices and sforage media attached to this network or to a

Setup —— computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
Voice Call Authentication action and/or civil and criminal penalties.
Use a phone to authenticate by following voice instructions

Personal use of social media and netwarking sites on this system is not allowed

By using the CCW, the User understands and consents fo the following:
Setup @ The Government may monitor, record, and audit system usage. including usage of
perscnal devices and email systems for official duties or to conduct CMS Health

and Human Services (HHS) business. Therefore, the User has no reasonable

of privacy

any icafion or data transferred or stored

2. Enter the mobile number (including the three-digit area code) to receive the SMS text message with a verification
code. Select the Send Code button.

Sign In:

User Agreement

The Chrenic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security. and confidentiality of information maintained by CCW,
and to permit appropriate disclosure and use of such data as permitted by law. the User

enters into this Agreement with CCW to comply with the following:

This waming banner provides privacy and security notices consistent with applicable
Receive a code via SMS to authenticate federal laws, directives, and other federal guidance for accessing this Govemment
system, which includes (1) this computer network, (2) all computers connected to this
United States v network, and (3) all devices and storage media attached to this network orfo a

computer on this network.

The CCW is provided for Government autherized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalfies.

Personal use of social media and networking sites on this system is not allowed

By ueing the CCW the llser and tn the following
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2.0 Enroll in a Factor for a New CCW Account

3. Enter the code received in a text message in the Enter Code field. Select the Verify button.

Sign In:

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, inferagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security, and confidentiality of information maintained by CCW,
and te permit appropriate disclosure and use of such data as permitied by law. the User

enters into this Agreement with CCW to comply with the following:

This warning banner provides privacy and security notices consistent with applicable

Receive a code via SMS to authenticate federal laws, directives, and ofher federal for a ing this
system, which includes (1) this computer netwerk, (2) all computers connected to this
United States v network, and (3) all devices and storage media altached to this network orto a
computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalties

Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and consents to the following:

a o The Government may monitor, record, and audit system usage, including usage of

persenal devices and email systems for official dufies or to conduct CMS Health

and Human Services (HHS) business. Therefore, the User has no reasonable

of privacy any or data transferred or stored
Verir‘y on this system. At any time, and for any lawful Gevernment purpose, the
government may monitor, intercept, and search and seize any communication or
f data transferred or stored on this system.
Show Mare

4. The system enrolls the user in the SMS Authentication factor. A successful verification displays a checkmark next
to SMS Authentication factor in the Sign In: screen.

Sign In:

User Agreement

You can configure any additional optional factor or click finish The Chronic Condition Data Warehouse (CCWW) is provided with funding from the Centers for

E lled F Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
nrolled factors

pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security, and confidentiality of information maintained by CCW.
€D sMs Authentication @ | and to permit appropriate disclosure and use of such data as permitied by law, the User

enters into this Agreement with CCW to comply with the following:

) ) ; This warning banner provides privacy and security notices consistent with applicable
Additional optional factors

federal laws, directives, and other federal for a =ing this

: system, which includes (1) this computer network, (2] all computers connected to this
Okta Verify Y ! ? @ P
0 network, and (3) all devices and storage media attached o this network orto a

Use a push notification sent to the mobile app i
computer on this network

Setup « The CCW is provided for Government authorized use only.
« Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
action and/er civil and criminal penalties.
@ Voice Call Authentication « Personal use of social media and networking sites on this system is not allowed
Use a phone to authenticate by following voice instructions. » By using the GCW, the User understands and consents fo the following:

« The Government may monitor, record, and audit system usage. including usage of

Setup persenal devices and email systems for official duties or fo conduct CMS Health

and Human Services (HHS) business. Therefore, the User has no reasonable

tation of privacy di fion or data fransferred or stored

any
on this system. At any time, and for any lawful Gevernment purpose, the

Finish government may monitor, intercept, and search and seize any communicafion or
data transferred or stored on this system.

5. Referto Step 9in section 2.1 for instructions for finishing authentication enrollment.
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2.0 Enroll in a Factor for a New CCW Account

2.3 Enroll in Voice Call Authentication Factor

Follow the steps to setup the Okta Voice Call Authentication service to call a mobile or landline phone and provide a
verification code via an audible recording.

1. Select the Setup button under Voice Call Authentication.

Sign In:

User Agreement
You must setup a minimum of one Okta factor to add an additional

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
layer of security to your account.

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
- ilots), healihcare reform projects, interagency agreement projecis, andfor CMS slaff. In
OktaVerlr'y P ) proj gency ag proj
e order to ensure the integrity, security. and confidentiality of information maintained by CCW,
Use a push notification sent to the mabile app.
and to permit appropriate disclosure and use of such data as permitted by law. the User

Setup enters into this Agreement with CCW to comply with the following:

This warning banner provides privacy and security notices consistent with applicable
federal laws, directives, and other federal guidance for accessing this Govemment

SMS Authentication
@ system, which includes (1) this computer network, (2) all computers connected 1o this

Enter a single-use code sent to your mobile phone, i X X i
network, and (3) all devices and storage media attached to this network orto a

Setup computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
Voice Call Authentication action andior civil and criminal penalties.

Bl
\. Use a phone to authenticate by following voice instructions. Personal use of social media and nelworking sites on this system is not allowed.

By using the CCW, the User understands and consents to the following:

Setup _ e The Government may menitor, record, and audit system usage. including usage of
personal devices and email systems for official duties or to conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable

expectation of privacy regarding any communication or data transferred or stored

2. Enter the phone number (including the three-digit area code) to receive a phone call with the verification code.
Select the Call button.

Sign In:

User Agreement

The Chrenic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, inferagency agreement projects, and/or CMS staff In
order to ensure the integrity, security, and confidentiality of information maintained by CCW,
and to permit appropriate disclosure and use of such data as pemmitted by law. the User

enters into this Agreement with CCW to comply with the following:

This warning banner provides privacy and security notices consistent with applicable
Follow phone call instructions to authenticate federal laws, directives, and other federal guidance for accessing this Govemment
system, which includes (1) this computer network, (2) all computers connected to this
United States v network, and (3) all devices and siorage media attached to this network orto a
computer on this network.

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalties.

Personal use of social media and networking sites on this system is not allowed.

By using the CCW. the User understands and consents to the following:
o The Government may menitor, record, and audit system usage, including usage of

personal devices and email systems for official duties or to conduct CMS Health
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2.0 Enroll in a Factor for a New CCW Account

3. The user receives a voice message with the code on the phone. Enter the received five-digit code in the Enter
Code field and select the Verify button.

Sign In:

Wser Agresment

Tig ot orn Cnmgineiny 1 Womebaingtlt (0D W) o o eeulbinl il orsidore B Wt Gt i
sicass & Rlacicasd Servioss CMS | for wee By CARS approved sessarch projecs finchuding
bt | BRI ARl PropeOH webed Bl bprberter] Dokl bt DAV e
s I sepurs By inkegriy. sacurly and condceniially of imrmuSion mankained by CIW.
e s PRl BEPrOGARE Snckiiane b it S Suth S B9 SerraBed By liv. 1o i
iy ik s hpntmupnl il COVY B compdy st Py dlloesang

v Thin wiming barvs peowaiey prvacy Sid sty roficaey cormaisnt vl applic shis

Foslloew phoms call instructions 1o authentscato St Lt e B e e i Sueldrele 1o SRR Prn Cimtrreraet
wyniem which inciades (1) B compudsn ngbeont (70 a0 Coamgaiany connpciid it
T - Pt Bl (%) 8 Bevaces Bed ShRge Fels SMackedd 5 e Aetesdt i 150
COMmpse on Pt rapberork

The COVW i provided 1or Govermmemn] sulharized e only.
o LGUmOnTed o enOidget wie B e (O o proieated Josd Py TeR o ROl ary
aciaon andeot onll and criminal penaen.
o Pl pie S ROl S ] Pieddiot 85 00 Tl SrHer & il Bow)
By wning B DOV T L uncerniancn and cormeniy iz B Falowing
& The Govpitarand iy irrlst sposed. B puddl il viige weiades] uibge of
ERNSn GGt BNS Tdd ler for ool Sulet B T conec] CRIT Mesth
el Hurtdn Servies (HHS) buiness. Thaselon, B Uier bid 80 indionabia
RETiEen 5 [ARGY TN B T 3G o Sk ranpiied o pigeed
om Ben wymbesy AEary B and b asy Lawdal Gareprmrent purpore e

Bredla

R TR Sy B R0 el RN BN RO Wy (O] W
dala Seraferred or wored on Tha wyulem

it WOIR

4. The system enrolls the user in the Voice Call Authentication factor. A successful verification displays a checkmark
next to Voice Call Authentication factor in the Sign In: screen.

Sign In:

User Agreement

Youcan Conﬂgure any additional optional factor or click finish The Chronic Condition Data Warehouse (CCW) is provided with funding from the Cenfers for

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
Enrolled factors
pilots), healthcare reform projects, inferagency agreement projects, andfor CMS staff. In

order to ensure the integrity, security. and confidenfiality of informafien maintained by CCW.
@ Voice Call Authentication @ | =ndto permit appropriate disclosur and use of such data as pemmited by 2w, the User

enters into this Agreement with CCW to comply with the following:

This warning banner provides privacy and security notices consistent with applicable

Additional optional factors ) )
federal laws, directives, and other federal guidance for accessing this Govemment

. system, which includes (1) this computer network, (2) all computers connected to this
Okta Verify v ! " @ s
0 network, and (3) all devices and storage media attached to this network or fo a

Use a push notification sent to the mobile app.
computer on this network.

Setup The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalfies

@ SMS Authentication Personal use of social media and networking sites on this system is not allowed

Enter a single-use code sent to your mobile phone.

By using the CCW, the User understands and consents fo the following
« The Government may monitor, record, and audit system usage. including usage of
Setup persenal devices and email systems for official dufies or to conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable
expectation of privacy regarding any communicafion or data transferred or stored
on this system_ At any time, and for any lawful Government purpose, the
Finish government may monitor, intercept, and search and seize any communication or

data transferred or stored on this system

5. Refer to Step 9 in section 2.1 for instructions for finishing authentication enrollment.
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3.0 Login Procedures

3.0 Login Procedures
This section outlines the different options for logging into the CCW environment with the new Okta software.

3.1 Login Using the Virtual Desktop Infrastructure (VDI)

Access a VDI desktop via the Okta Verify factor(s) with these steps. Once connected and logged into the virtual
desktop session, the new single sign-on feature does not require the user to enter any credentials to access the CCW
web applications.

NOTE: The CCW username is the same as the CCW User ID.
1. From the VMware Horizon Client, enter your CCW username in the User name field.

2. Enter your CCW password in the Passcode field.

&; https:/fvrdc.cowdata.org

Enter your Okta user name and passcode.

| User name |

| Fasscode |

o

3. Select the Login button.
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3.0 Login Procedures

4. Inthe multi-factor authentication window that displays, do one of the following to enter a code/option number in
the Enter your next code field:

a. Open the Okta Verify app on a mobile device and enter the current code from the Okta Verify screen in the
Enter your next code field.

b. Enter one of the available options that display in the window in the Enter your next code field. In this
example, enter option “1” to receive a voice call, option “2” to receive a push notification on a mobile device,
option “3” to receive a short message service (SMS) message on the mobile device, or option “0” to abort. The
displayed option numbers vary depending on the factors selected during enroliment. Be sure to read the
screen prior to entering an option number.

ﬁ;, https:/fvrdc.cowdata.org

Enter a passcode or select an option to continue: 1 -
Call, 2 - Push, 3 - SMS, Enter '0' to abort.

-

5. Select the Login button again. The user has access to the CCW environment.

3.2 Login Using the CCW VPN
Connect to the CCW VPN with these Okta Verify factor(s) steps.

1. Open Cisco AnyConnect and select the Connect button.

Conngct
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3.0 Login Procedures

2. Enter your CCW User ID and password in the corresponding Username and Password fields. Select the OK button.

= -

= ok || cencel |

3. Enter which Okta factor you would like to use in the Answer field. This example’s options are to enter an Okta
Verify passcode, enter “1” to receive a voice call, “2” to receive a push notification to your mobile device, “3” to
receive SMS text or “0” to abort. The option number selection will vary depending on the factors in which you
have enrolled. Please be sure to read the screen prior to entering an option number. Select the Continue button.

ﬁ.ﬂnm: |

a passcode or Select an option to -~
tinue: 1 - Call, 2 - Push, 3 - SMS.
0" to abort.

el | Continue | | Cancel

4. Once verification is complete, select the Accept button to complete the VPN login process.
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3.3 Login Via the CCW Website

Use the Okta factor(s) when accessing the CCW website or web-based applications.

3.3.1 Login with Okta Verify Factor

1. Enter your CCW User ID and password in the corresponding fields. Select the Sign In button.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

l | - ° ‘ User Agreement
The Chrenic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
Password 9 pilois), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security. and confidentiality of informafion maintained by CCW,

and to permit appropriate disclosure and use of such data as permitted by law, the User

. enfers into this Agreement with CCW to comply with the following:
Sign In
Thiz warning banner provides privacy and security notices consistent with applicable

federal laws, directives, and other federal guidance for accessing this Govemment

system, which includes (1) this computer network, (2) all computers connected to this
network, and (3) all devices and storage media attached to this network orto a

Login Assistance computer on this network.

Meed help logging in? The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
- Forgot Password / Unlock Account action and/or civil and criminal penalties

» Forgot CCW User ID Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and censents to the following:
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3.0 Login Procedures

2. Do one of the following:
a. Select the Send Push button to confirm access on the mobile device

b. Enter the passcode from the Okta Verify application on the mobile device in the Or enter code field.

Chronic Conditions Data Warehouse :-.:"'-::'_-3‘

Your source for national CMS Medicare and Medicaid research data s

Sign In:

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security. and confidentiality of information maintained by CCW.
and to permit appropriate disclosure and use of such data as permitied by law, the User

enters into this Agreement with CCW te comply with the following:

This waming banner provides privacy and secunty notices consistent with applicable
Okta Verify (SM-A505U1) federal laws, directives, and other federal guidance for accessing this Govemment
system, which includes {1) this computer network, (2) all computers connecied to this
nebwork, and (3) all devices and storage media attached to this network or fo a

Send Push computer on this network

The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

Or enter code aclion andfor civil and criminal penaliies.

Personal use of social media and networking sites on this system is not allowed.

D Do not challenge me on this device for the next 30 minutes By using the CCW, the User understands and consents to the following

« The Government may monitor, record, and audit system usage. including usage of
personal devices and email systems for official dufies or to conduct CMS Health
Login Assistance and Human Services (HHS) business. Therefore, the User has no reasonable
expectation of privacy regarding any communication or data transferred or stored
Meed help logging in? .
on this system. At any fime, and for any lawful Government purpose, the
= Forgot Password / Unlock Account gavernment may monitor, intercept, and search and seize any communicafion or

« Forgot CCW User ID data transferred or stored on this system.
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3.0 Login Procedures

3. Analertdisplays in the mobile device to verify that the user has requested access to the CCW Website. Confirm
the request. The CCW Website Home page displays.

My CCW Login (Authorized Users Only) FAQ  Help

Chronic Conditions Data Warehouse __ = .
Your source for national CMS Medicare and Medicaid research data T —

Search...

Home Medicare Data ~ Medicaid Data ~ Data Dictionaries Condifion Categories ~  Analytic Guidance ~ Pricing -

Chronic Condifions Data Warehouse » Home

Welcome to the Chronic Conditions Data
Warehouse

The CMS Chronic Conditions Data Warehouse (CCV) provides researchers with
Medicare and Medicaid beneficiary, claims, and assessment data linked by
beneficiary acress the continuum of care. In the past, researchers analyzing data
files were required to perform extensive analysis related to beneficiary matching,
deduplication, and merging of the files in preparation for their study analysis. With
the CCW data, this preliminary linkage work is already accomplished and delivered
as part of the data files zent to rezearchers

The Chronic Conditions Data Warehouse (CCW) is a research database designed to
make Medicare, Medicaid, Assessments, and Part D Prescription Drug Event data
more readily available to support research designed to improve the quality of care
and reduce costs and utilization.

Quick Links

@ About COW

A Data Availability

& The Beneficiary Link

© Reguesting VRDC Access
@ How to Request Data

& Mews & Events

W Provide Feedback

Care Organization (NGACO) Model Research Identifiable Files (RIFs) for
Performance Year 4.

3.3.2 Login with SMS Text Factor

1. Enter your CCW User ID and password in the corresponding fields. Select the Sign In button.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
Passworc 6 pilots), healthcare reform projects, interagency agreement projects, andfor CMS staff. In

order to ensure the integrity, security. and confidenfiality of information maintained by CCW.

and to permit appropriate disclosure and use of such data as permitted by law, the User

. enters into this Agreement with CCW to comply with the following
Sign In

This warning banner provides privacy and security notices congistent with applicable

federal laws, directives, and other federal for a ing this
system, which includes {1) this computer network, (2) all computers connected to this
network, and (3) all devices and sforage media attached to this nefwork orfo a

Login Assistance computer on this netwark.

Meed help logging in? The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
= Forgot Password / Unlock Account action and/or civil and criminal penalties
= Forgot CCW User ID

Perzonal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and consents fo the following:
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2. The Sign In: screen displays, including the last four digits of the phone number enrolled with your CCW User ID.
Select the Send Code button.

Chronic Conditions Data Warehouse —::::.:__'-'-.‘

Your source for national CMS Medicare and Medicaid research data

——
|

Sign In:

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projecis (including
pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security, and confidentiality of infermation maintained by CCW,
and to permit appropriate disclosure and use of such data as permitted by law, the User
enters into this Agreement with CCW to comply with the following:

This waming banner provides privacy and security notices consistent with applicable

SMS Authentication faderal laws, directives, and other faderal guidance for accessing this Gevernment
l system, which includes (1) this computer network, (2) all computers connected to this

(+1 XXX-XXX-0733) network. and (3) all devices and sterage media attached to this network orto a

on this network.

Send code Enter C The CCW is provided for Government authorized use only

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalties.
D Do not challenge me on this device for the next 30 minutes

Personal use of social media and networking sites on this system is not allowed.

By using the CCWY, the User understands and consents to the following
Ven'ﬁv « The Government may monitor, recerd, and audit system usage, including usage of
personal devices and email systems for official duties or to conduct CMS Health
and Human Services (HHS) business. Therefore, the User has no reasonable
f expectation of privacy regarding any communication or data transferred or stored

3. The system sends a six-digit code via text to the mobile device. Enter the code received in the Enter Code field.
Select the Verify button. The CCW Website Home page displays.

3.3.3 Login with Voice Call Factor

1. Enter your CCW User ID and password in the corresponding fields. Select the Sign In button.

Chronic Conditions Data Warehouse *‘-"—-..'-_-_-_-‘

Your source for national CMS Medicare and Medicaid research data - =

e

User Agreement

The Chronic Gondition Data Warehouse (CCW) is provided with funding from the Centers for

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including

Passwoarc 9 pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In

order to ensure the integrity, security, and confidentiality of information maintained by CCW.

and to permit appropriate disclosure and use of such data as permitted by law. the User

% enters into this Agreement with CCW to comply with the following
Sign In

This warning banner provides privacy and security notices consistent with applicable
federal |aws, directives, and other federal guidance for accessing this Govemment
system, which includes (1) this computer network, (2) all computers connected to this
nebwork, and (3) all devices and storage media attached to this network or fo a
Login Assistance computer on this network

Need help logging in? The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
» Forgot Password / Unlock Account action andlor civil znd criminal penalties
« Forgot CCW User ID

Personal use of social media and networking sites on this system is not allowed.

By using the CCW, the User understands and consents fo the following:
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2. The Sign In: screen displays, including the last four digits of the phone number enrolled with the CCW user ID.
Select the Call button.

Sign In:

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
pilots), healthcare reform projects, interagency agreement projects, and/or CMS staff. In
order to ensure the integrity, security, and confidentiality of information maintained by CCW,
and to permit appropriate disclosure and use of such data as permitted by law, the User

enters into this Agreement with CCW to comply with the following:

= This warning banner provides privacy and security notices consistent with applicable
Voice Call Authentication federal laws, directives, and other federal guidance for accessing this Government
system, which includes (1) this computer network, (2) all computers connected to this

(+1 XXX-XXX-0733) network, and (3) all devices and storage media attached to this network or to a

computer on this network.

Ccall ‘Eﬂte' Code + The CCW is provided for Government authorized use only.

= Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

action and/or civil and criminal penalties.

‘7‘ Do not challenge me on this device for the next 30 minutes + Personal use of social media and networking sites on this system is not allowed

= By using the CCW, the User understands and consents to the following:
Verify o The Government may monitor, record, and audit system usage, including usage of
personal devices and email systems for official duties or to conduct CMS Health

1 and Human Services (HHS) business. Therefore, the User has no reasonable

expectation of privacy regarding any communication or data transferred or stored

3. A voice message delivers a five-digit code on the mobile device or land-line telephone. Enter the code in the Enter
Code field and select the Verify button. The CCW Website Home page displays.

4.0 Manage Factor Enrollments

The Manage Multi-Factor Authentication screen allows users to 1) set up more than one Okta factor and 2) remove an
enrollment to a factor. CMS CCW recommends registration with at least two Okta factors in the event a factor
malfunctions.

NOTE: Users must log into the CCW website with an Okta factor from the internet or a CMS Net connection to add or
remove a factor enrollment.

1. Login to the CCW website following the log in procedures in section 3.0.
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2.

Select the Manage Multi-Factor Authentication link in the top-right corner of the CCW website home page.

The Account screen displays. Users can enroll in multiple MFAs or remove MFA enrollment in the Extra Verification

section.

NOTE: A Remove button will display next to the current active factor since the user must enroll in at least one

4.0 Manage Factor Enrollments

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Home Medicare Data = Medicaid Dala ~

Chronic Condifions Data Warehouse = Home

.
g5
@ con W

% Conditions §

CMS is pleased to unce the release of the new 30 CCW Chronic
Conditions file_ This file contains validated and updated versions of th
27 CCW Chronic Conditions, plus three new ones: Urologic Ca

Renal Pelvis and Ureter), All Cause Pneumonia, and Parki

u
B

e ——

e —
e

Change Password | Manage Multi-Factor Authentication

n

Data Diclionaries  Condition Categories =  Analytic Guidance = Pricing + My CCW =

Welcome to the Chronic Conditions Data
Warehouse

The CMS Chronic Conditions Data Warehouse (CCW) provides researchers with
Medicare and Medicaid beneficiary, claims, and assessment data linked by
beneficiary across the continuum of care. In the past, researchers analyzing data
files were required to perform extensive analysis related to beneficiary matching
deduplication, and merging of the files in preparation for their study analysis. With
the CCVY data, this preliminary linkage work is already accomplished and delivered
as part of the data files sent to researchers

The Chronic Conditions Data Warehouse (CCW) is a research database designed to
make Medicare, Medicaid, Azsessments, and Part D Prescription Drug Event data
more readily available to support research designed to improve the quality of care
and reduce costs and utilization.

Quick Links

@ About CCW

& Data Availability

& The Beneficiary Link

@ Requesting VRDC Access

factor to access the CCW webpage and the account screen.

Account

4 Personal Information Edit

First name

Last name
Okta username
Primary email
Primary phone
State

City

@ Display Language Edit

Language English
Your default language has been automatically set
by your browser. To change your language please
edit and save your desired display language.

¥ Extra Verification

Extra verfication increases your account security when signing in to Okta and other

applications you use
Okta Verify Remove
SMS Authentication Remove
Voice Call Authentication Setup
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4.0 Manage Factor Enrollments

4.1 Enroll in Multiple Factors
Enroll in, or set up, multiple authentication factors by selecting the Set up button opposite the factor name. A factor
name associated to a “Remove” button indicates that the user has enrolled in the factor. Reference section 4.2 to

remove enrollment to the factor.

NOTE: The Set up interface in this process is slightly different from the process in the Sign In: screen in the CCW
Website, but required steps are the same.

4.1.1 Enroll in Okta Verify

1. Inthe Extra Verification section, select the Set up button to the right of “Okta Verify.”

v Extra Veerification

Extra verification Increases your account security when signing In to Okta and other applications you use

Okta Verify Setup
SMS Authentication Setup
Voice Call Authentication Setup

2. Inthe CMS.gov|IDM screen that displays, choose the type of device you will be using to install the Okta Verify
Mobile App as described in section 2.1.

CMS IDM

Setup Okta Verify

Select your device type

O iPhone

® Android

Download Okta Verify from the
Google Play Stere onto your mobile

device

Back to factor list

3. Open the downloaded application on your mobile device and follow instructions to add an account.

4. Allow the Okta Verify application to access the camera on the mobile device.
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4.0 Manage Factor Enrollments

5. Scan the QR code on the screen.

CMS IDM

Setup Okta Verify

Launch Okta Verify on
your mobile device and
select “Add an account”.
Scan the QR code to
continue

Can't scan?

Back to factor list

6. A successful QR code scan enrolls the user’s new account to the Okta Verify MFA. A notification displays that the
set up was successful. In the Extra Verification section, a Remove button displays next to “Okta Verify”.

CMS IDM

Set up multifactor authentication

You can configure any additional optional
factor or click finish

Enrolled factors
Q  owaverity [

Additional optional factors

@ SMS Authentication
Enter a single-use code sent to your
mobile phone.

Setup

EY Voice Call Authentication

Q
Use a phone to authenticate by
following voice instructions

Setup
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4.0 Manage Factor Enrollments

4.1.2 Enroll in SMS Authentication

1. Inthe Extra Verification section, select the Set up button to the right of “SMS Authentication.”

Extra werification increases your account security when signing in to Okta and other
applications you use
Okta Verify Remowve

SMS Authentication Setup

Visice Call Authentication Setup

2. Inthe CMS.gov|IDM screen that displays, enter the mobile number to receive the SMS text message with a
verification code. Select the Send Code button.

CMS IDM

Receive a code via SMS to authenticate

United States v

Phone number

_1
Back to factor list T
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4.0 Manage Factor Enrollments

3. The system sends a text message containing a six-digit code. Enter the code received in the Enter Code field and
select the Verify button.

CMS IDM

Receive a code via SMS to authenticate

United States v

Phone number

+ Re-send code

Enter Code

548088|

Back to factor list 1

4. A notification displays confirming the setup was successful. In the Extra Verification screen, a Remove button
displays next to “SMS Authentication.”

Extra werfication increases your account security when signing in to Okta and other

applications you use

Okta Verify Rermawve
EMS Authentication Remawve
Voice Call Authentication Setup
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4.0 Manage Factor Enrollments

4.1.3 Enroll in Voice Call Authentication

1. Inthe Extra Verification section, select the Set up button below “Voice Call Authentication.”

Extra verfication increases your account security when signing in to Okta and other
applications you use

Okta Verify Remowve
SM5 Authentication Remaowe
Vioice Call Authentication Setup

2. Enter the phone number (including three-digit area code) to receive a phone call with the verification code. Select
the Call button.

CMS IDM

Follow phone call instructions to
authenticate

United States v

Phone number Extension

+1

Back to factor list T
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4.0 Manage Factor Enrollments

3. Anaudible recording delivers a five-digit code on the mobile device or land-line telephone. Enter the code in the
Enter Code field. Select the Verify button.

CMS IDM

Follow phone call instructions to
authenticate

United States v

Phone number Extension

Redial

Enter Code

31713

Back to factor list

4. A notification displays that confirms the setup was successful. In the Extra Verification screen, a Remove button
displays next to “Voice Call Authentication” for when the user wants to remove enrollment from this
authentication process.

Extra werification increases your account security when signing in to Okta and other
applications you use

Okta Verify Remowve
SMS Authentication Remaowve
Vigice Call Authentication Remaove
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4.0 Manage Factor Enrollments

4.1.4 Choose from Multiple-Enrolled Factors
If the user has enrolled in more than one factor, he or she can select a preferred factor to use.

1. Onthe Sign In: screen, enter your CCW User ID and password in the corresponding fields and select the Sign In
button.

Chronic Conditions Data Warehouse

Your source for national CM5 Medicare and Medicaid research data

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for

Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including

ord 9 pilots), healthcare reform projects, interagency agreement projects. and/or CMS staff. In

order fo ensure the integrity, security, and of by CCW

and to permit appropriate disclosure and use of such data as permitted by law, the User

- enters into this Agreement with CCW to comply with the following:
Sign In

This waming banner provides privacy and security natices consistent vith applicable
federal laws. directives, and other federal guidance for accessing this Government
system, which includes (1) this computer network, (2) all computers connected to this
network, and (3) all devices and storage media attached to this network orto a
Login Assistance computer on this network.

Heed help logging in? The CCW is provided for Government authorized use only.

Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
» Forgot Password / Unlock Account action and/or civil and criminal penatties.
« Forgot CCW User ID

Personal use of social media and networking sites on this system is not allowed

By using the CCW, the User understands and consents to the following:

= The Govemnment may monitor. record, and audit system usage, including usage of

personal devices and email systems for official duties or to conduct CMS Health

2. The Sign In: screen displays an MFA interface. Select the dropdown next to the factor icon. The multiple Okta
factors in which the user has enrolled display.

Sign In:

User Agreement

The Chronic Condition Data Warehouse (CCW) is provided with funding from the Centers for
1 Medicare & Medicaid Services (GMS) for use by CMS approved research projects (including

pilots), healthcare reform projects. inferagency agreement projects, andfor CMS staff. In

arder to ensure the integrity, security. and confidentiality of information maintained by CCW,
— and to permit appropriate disclosure and use of such data as permitted by law, the User

enters into this Agreement with CCVW to comply with the Tollowing

This warming banner provides privacy and security notices consistent with applicabls

Select an authentication factor federal laws, directives, and other federal guidance for accessing this Govemment

system, which includes (1) this computer network, (2) all computers connected to this
e Okta Verify network, and (3) all devices and storage media attached to this network or fo a

computer on this network

The CCW is provided for Government authorized use only.
@ SMS Authentication

Unauthorized or improper use of the CCWW is prohibited and may result in disciplinary

action andior civil and criminal penalies.

. . Personal use of social media and networking sites on this system is not allowed
’é\ Voice Call Authentication “ Y

D Do n tes

By using the CCW. the User understands and consents to the following:

o The Government may menilor, record, and audit system usage. including usage of
personal devices and email systems for official duties or to conduct CMS Health

Login Assistance and Human Services (HHS) business. Therefore, the User has ne reasonable
expectation of privacy regarding any communication or data transferred or storad

Meed help logging in? .
on this system. At any fime, and for any lawful Government purpose, the

+ Forgot Password / Unleck Account govemment may monitor, intercept, and saarch and ssize any communication or
+ Forgot CCW User ID data transferred or stored on this system.
Show More

3. Select a different MFA method to access the CCW website.
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4.0 Manage Factor Enrollments

4.2 Remove Enrollment in a Factor
Use the Remove function to unenroll in a factor.

1. In the Extra Verification screen, select the Remove button to the right of factor to remove enroliment.

v+ [Extra Verification

Extra verification INCreases your account security when signing in to
Okta and other applications you use

Okta Verify Remove
SMS Authentication Remove
Voice Call Authentication Remove

2. Select the Yes button in the confirmation pop-up window.

« Remowve SMS Authentication

Are you sure you want to remove SMS Suthentication
enrollmend?

3. The system removes the user’s factor enrollment.
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5.0 CCW Self-Service Account Management (SSAM)

5.0 CCW Self-Service Account Management (SSAM)

Users can also reset their passwords and user IDs, as well as unlock their accounts, without having to call the CCW
Help Desk for assistance with the CCW Self-Service Account Management (SSAM) tool.

e Select the My CCW Login (Authorized Users Only) link in the upper-right portion of the CCW website home page,
the Sign In: screen displays. The Login Assistance section displays in the lower-left portion.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Sign In:
[ kow . Py | User Agreement
CCW User ID
The Chrenic Condition Data Warehouse (CCW) is provided with funding from the Cenfers for
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
Password B pilots), healthcare reform projects, inferagency agreement projects, and/or CMS staff. In

order to ensure the integrity, security, and confidentiality of informatien maintained by CCW,
and to permit appropriate disclosure and use of such dala as permitied by law. the User
enters into this Agreement with CCW to comply with the following:
Sign In
« This waming banner provides privacy and security notices consistent with applicable
federal laws, directives. and other federal guidance for accessing this Govemment

syslem, which includes (1) this computer network, (2) all computers connected to this

network, and (3) all devices and storage media attached to this network or to a
Login Assistance computer on this network.

. ¢
Need help logging in? The CCWis provided for Government authorized use only

+ Unauthorized or improper use of the CCW is prohibited and may result in disciplinary
- Forgot Password / Unlock Account

« Forgot CCW User ID

action and/or civil and criminal penalties.

« Personal use of social media and networking sites on this system is not allowed.

« By using the CCW, the User undersiands and consents fo the following

5.1 Forgot Password

1. Inthe Sign In: screen, under Login Assistance, select the Forgot Password/Unlock Account link to create a new
password. The Verify Account Information screen displays.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Back to CCWData.org

Verify Account Information

To continue, please enter your CCW User ID and email to verify your account infermation.

CCW User ID

CCW Account Email Address

This website was developed under contract with the Centers for Medicare & Medicaid Services (CMS).
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5.0 CCW Self-Service Account Management (SSAM)

2. Typeinthe CCW User ID and email address to confirm your account information. Select the Submit button. The
system sends an email with a link to reset your password.

3. Select the link within the email received. The link will expire within 24 hours, and users can only use it once.

Hello,

A request has been made to reset your Chronic Conditions Warehouse (CCW) password or unlock your CCW account. If this request was initiated by you, please select the link below to proceed. This link will
expire on 12/12/23 4:10 PM ET ang you may select the link only once.

https://www?2.ccwdata.org/self-service/validate/token?token=8c7f107fb7b73ed62892817355e56eab5b629b3f829f6654c5785b34c1d6285d

If you did not submit this request or need additional help, contact the CCW Help Desk at ccwhelp@ccwdata.org or 1-866-766-1915. Hours of operation are Monday through Friday, 8:00 am-5:00 pm ET
(excluding most federal holidays).

As a reminder, please note that the Centers for Medicare & Medicaid Services (CMS) strictly prohibits sharing CCW user login credentials. Any sharing of your CCW credentials will result in the immediate
suspension of your account while CMS investigates the incident.

Thank you,

CCW Help Desk
ccwhelp@cewdata.org
1-866-766-1915 | Toll Free
1-515-440-3159 | Fax

www.ccwdata.org

4. Once the user selects the link, the Verify Your Identity screen will display. Select the Send Push button or select
the Or enter code field.

Verify Your Identity

Okta Verify

Send Push

Or enter code
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5.0 CCW Self-Service Account Management (SSAM)

5. The Self Service Options screen displays.

Chronic Conditions Data = ..~
Warehouse a%“

Your source for national CMS Medicare and Medicaid [ESEIEM 3

Back to CCWData_org

Self Service Options

What would you like to do?

Unlock Account Change Password d——
This website was developed under contract with the Centers for
‘ M S Medicare & Medicaid Services (CMS).

6. Select the Change Password button to create a new password. The Change Password screen displays.

7. Typeina new password that meets the password policy in the New Password and Confirm New Password fields.
Select the Submit button.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Back to CCWData.org

Change Password Password Policy (Updated effective 12/17/2023):

New Password

Password must not be a dictionary word.

Password must not contain the following character(s): "&-\"~".
Password must not match or contain first name.
Password must not match or contain last name.
Password must not be longer than 28 character(s).
Password must contain at least 2 alphabetfic character(s)
Password must be at least 15 character(s) long
Password must contain at least 1 lowercase letter(s).
Password must contain at least 1 numeric character(s)
Password must contain at least 1 uppercase letter(s)
Password must not be one of 6 previous passwords.
Password must not match or contain user ID.

Confirm New Password

—
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5.0 CCW Self-Service Account Management (SSAM)

5. The password changes successfully.

Chronic Conditions Data _ = .~
Warehouse a%‘

Your source for national CMS Medicare and Medicaig [eSETTmda

Back to CCWData.org

Self Service Options

What would you like to do?

Password changed successfully. You can now use this password. Continue to CCWData.org

Unlock Account Change Password

5.2 Unlock Account

1. Inthe Sign In: screen, under Login Assistance, select the Forgot Password/Unlock Account link to unlock an
account. The Verify Account Information screen displays.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Back to CCWData.org

Verify Account Information

To continue, please enter your CCW User ID and email to verify your account infermation.

CCW UserID

CCW Account Email Address

m
(ﬁs This websile was developed under contract with the Centers for Medicare & Medicaid Services (CMS).
3 y . s
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5.0 CCW Self-Service Account Management (SSAM)

2. Typeinthe CCW User ID and email address to confirm your account information. Select the Submit button. The
system emails the user a link to reset your password.

3. Select the link within the email received. The link expires within 24 hours and users can only use it once.

Hello,

A request has been made to reset your Chronic Conditions Warehouse (CCW) password or unlock your CCW account. If this request was initiated by you, please select the link below to proceed. This link will
expire on 12/12/23 4:10 PM ET ang you may select the link only once.

https://www?2.ccwdata.org/self-service/validate/token?token=8c7f107fb7b73ed62892817355e56eab5b629b3f829f6654c5785b34c1d6285d

If you did not submit this request or need additional help, contact the CCW Help Desk at ccwhelp@ccwdata.org or 1-866-766-1915. Hours of operation are Monday through Friday, 8:00 am-5:00 pm ET
(excluding most federal holidays).

As a reminder, please note that the Centers for Medicare & Medicaid Services (CMS) strictly prohibits sharing CCW user login credentials. Any sharing of your CCW credentials will result in the immediate
suspension of your account while CMS investigates the incident.

Thank you,

CCW Help Desk
ccwhelp@cewdata.org
1-866-766-1915 | Toll Free
1-515-440-3159 | Fax

www.ccwdata.org

4. Once the user selects the link, the Verify Your Identity screen will display.

Verify Your ldentity

Okta Verify

Send Push

Or enter code
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5.0 CCW Self-Service Account Management (SSAM)

5. Select the Send Push button or select the Or enter code field. The Self Service Options screen displays. Select the
Unlock Account button.

Chronic Conditions Dat n g
Warehouse a‘-\-—}‘

Your source for national CMS Medicare and Medicaid [GSoiT dg

Back to CCWData.org

Self Service Options

What would you like to do?

Unlock Account Change Password
This website was developed under contract with the Centers for
S Medicare & Medicaid Services (CMS).
. € Le )

6. The Unlock Process begins and can take up to 15 minutes to complete.

Chronic Conditions Dat
Warehouse

Your source for national CMS Medicare and Medica

Back to CCWData.org

Self Service Options

What would you like to do?

Your unlock request is being processed. Please allow up to 15 minutes for all systems to be unlocked. Confinue to
CCWData.org

Unlock Account Change Password
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5.0 CCW Self-Service Account Management (SSAM)

5.3 Forgot CCW User ID

1. Inthe Sign In: screen, under Login Assistance, select the Forgot CCW User ID link. The Retrieve CCW User ID screen
displays.

Chronic Conditions Data Warehouse

Your source for national CMS Medicare and Medicaid research data

Sign In:
l ‘ - ° ] User Agreement
e Chronic Condition Data Warehouse }is provided with funding from the Centers for
The Chronic Condition Data Wargh (CCW) i ided with funding from the Centers fi
Medicare & Medicaid Services (CMS) for use by CMS approved research projects (including
Passworc 9 pilots), healthcare reform projects, interagency agreement projects, andfor CMS staff. In

order to ensure the integrity, security. and confidentiality of information maintained by CCW,
and to permit appropriate disclosure and use of such data as pemitted by law, the User
enters into this Agreement with CCW to comply with the following:
Sign In
« This wamning banner provides privacy and security notices consistent with applicable

federal laws, directives, and other federal guidance for accessing this Government
system, which includes (1) this computer network, (2} all computers connected to this
network, and (3) all devices and storage media attached to this network orto a

Login Assistance computer on this network
The CCW is provided for Government authorized use only.

Meed help logging in?
» Unauthorized or improper use of the CCW is prohibited and may result in disciplinary

» Forgot Password [ Unlock Account action andior civil and criminal penalties.
+ Forgot CCW UserID  <fmm— - Personal use of social media and networking sites on this system is not allowed

« By using the CCW, the User understands and consents fo the following:

2. Enter your CCW email address and select the Submit button.

Chronic Conditions Data\n.,‘

Warehouse —

Your source for national CMS Medicare and Medicaig fesadii dg

Back to CCWData.org

Retrieve CCW User ID

To retrieve your CCW User ID, please enter your email address below and select "Submit.” Your CCW User ID will be sent to the
email address if it is on file.

CCW Account Email Address

Bl —
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6.0 Where to Get Assistance

3. The system emails the CCW User ID to the user.

Chronic Conditions Data\“

Warehouse

Your source for national CMS Medicare and Medicaig [esodITTd

Back to CCWData.org

CCW User ID Sent

Thank you. The CCW User |ID associated with the provided email address has been sent. [T you do not receive an email, please
try again or contact the CCW Help Desk.

This website was developed under confract with the Centers for
S Medicare & Medicaid Services (CMS).

6.0 Where to Get Assistance

The CCW Help Desk staff provides assistance between 8:00 am to 5:00 pm ET, Monday through Friday (excluding most
federal holidays). Contact the CCW Help Desk at ccwhelp@ccwdata.org or 1-866-766-1915.
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